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ABSTRACT

Cyber-Physical Systems (CPS) form the backbone of Industrial IoT (IloT) by integrating physical devices with
computational intelligence to enable autonomous decision-making in smart industries. However, the convergence of
operational technology (OT) and information technology (IT) introduces unprecedented security risks, including
advanced persistent threats (APTs), ransomware attacks, and Denial-of-Service (DoS) attacks. Traditional security
mechanisms struggle to counter these dynamic threats. This paper proposes an Al-driven Intrusion Detection System
(AI-IDS) for IIoT environments, leveraging machine learning (ML) and deep learning (DL) techniques for real-time
anomaly detection. The proposed model combines Convolutional Neural Networks (CNN) and Long Short-Term
Memory (LSTM) networks for feature extraction, sequential pattern recognition, and threat classification.
Experimental evaluations on benchmark datasets reveal that the AI-IDS achieves 97.8% detection accuracy and

reduces false positive rates to 2.3%, significantly outperforming conventional IDS systems.
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‘The rapid adoption of Industry 4.0 technologies in smart
manufacturing, power grids, and healthcare systems has
revolutionized industrial automation. Cyber-Physical
Systems (CPS) represent the fusion of physical processes
with computational control mechanisms, enabling
autonomous decision-making. Industrial IoT (IIoT)
devices, including  sensors, actuators, and
programmable logic controllers (PLCs), play a critical
role in CPS environments. However, increased
connectivity exposes CPS to cyber threats, data

manipulation, and unauthorized access.

1.2 Problem Statement

Existing security models, such as firewalls and rule-
based intrusion detection systems (IDS), rely on
signature-based detection, making them ineffective
against zero-day attacks, polymorphic malware, and
insider threats. This highlights the need for Al-based
security solutions capable of identifying both known and
unknown cyber threats through real-time behavior

analysis.

1.3 Research Objectives

The primary objectives of this research are:

1. To design an Al-based intrusion detection
system tailored for IloT environments.

2. To implement hybrid ML and DL models for
anomaly detection.

3. To evaluate the proposed model’s performance
using benchmark datasets.

4. To enhance real-time threat detection with

adaptive learning algorithms.
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Figure 1:[Source :
https.://www.nature.com/articles/s41598-024-62861-y]

2. Literature Review

2.1 Traditional Intrusion Detection Systems (IDS)

Traditional IDSs operate through:

e Signature-Based Detection: Compares
incoming data packets to known malware
patterns.

o Heuristic-Based Detection: Uses pre-defined
rules to identify suspicious behavior.

Identifies

e Anomaly-Based Detection:

deviations from normal system behavior.

However, these methods suffer from high false positive

rates and limited detection of zero-day attacks.

2.2 Machine Learning in Intrusion Detection

Machine learning algorithms have been widely adopted

for:

e C(Classification of network traffic (SVM,
Random Forest).

e Anomaly
techniques (K-Means, DBSCAN).

detection using  clustering

o Feature selection using Principal Component

Analysis (PCA).
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2.3 Deep Learning for CPS Security o Logs from firewalls, authentication

mechanisms, and endpoint security

Deep learning models such as CNNs and LSTMs offer .
tools are also integrated.

automatic feature extraction and sequential pattern o Publicly available intrusion detection

recognition for detecting complex attack patterns in IIoT datasets  such as  NSL-KDD

environments. CICIDS2017, and UNSW-NBIS5 are

used for training and validation.
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o Redundant and irrelevant features are
removed to reduce computational

complexity.
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o The Synthetic Minority Over-Sampling
Technique (SMOTE) is used to balance

datasets and prevent bias towards non-

malicious activities.
3. Model Selection and Training:
Figure  2:[Source :  https://www.mdpi.com/2079- o  Supervised Learning Models:
9292/11/20/3326] Random Forest (RF), Support Vector

Machines (SVM), and Decision Trees

METHODOLOGY are tested for their classification

capabilities.

3.1 AI-Driven Intrusion Detection Framework o Deep Learning Models: Long Short-

Term Memory (LSTM) networks and

The proposed Al-based Intrusion Detection System (IDS)
. . . . Convolutional Neural Networks (CNN)
is designed to monitor and protect Cyber-Physical
. . are used for detecting complex attack
Systems (CPS) from cyber threats in an Industrial Internet
. . patterns.
of Things (IIoT) environment. The framework follows a
o . o Hybrid Approach: A combination of
structured pipeline to ensure accurate and efficient threat
) RF and LSTM is proposed to improve
detection.
the overall detection accuracy and

The framework consists of the following key phases: handle  time-series  attack  data

efficiently.
1. Data Collection: 4. Intrusion Detection and Classification:
o Raw network traffic data is collected o The trained models classify incoming
from IToT devices, sensors, actuators, network traffic as either normal or
and industrial control systems (ICS). malicious.
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o Attack categories such as Denial-of- Model Accuracy | Precision | Recall | F1-
Service (DoS), Man-in-the-Middle (%) (%) (%) Score
(MITM), data exfiltration, and (%)
unauthorized access are identified. Random 92.5 29.8 91.2 90.5

5. Deployment and Real-Time Monitoring: Forest (RF)

o The IDS is integrated into an industrial
network and continuously monitors Support 883 857 871 26.4
data streams. Vector

o Alerts are generated in case of Machine
anomalies, and appropriate defensive (SVM)
actions (e.g., blocking IPs, isolating LSTM 957 93.5 94.9 942
compromised devices) are triggered. CNN 942 9.1 938 929

Hybrid (RF | 97.3 96.1 96.8 96.4

3.2 Evaluation Metrics
+ LSTM)

The performance of the Al-driven IDS is evaluated using

the following metrics:
Performance Analysis of Al
Models

e Accuracy: Measures the overall correctness of
the classification model.

100
e Precision: Determines the proportion of true

95

positive  detections among all positive 9
classifications. 8

e Recall: Measures the ability of the model to 8
75

detect actual threats.
Accuracy (%) Precision (%) Recall (%) F1-Score (%)

o U1 O

e  Fl-score: The harmonic mean of precision and

recall, providing a balanced evaluation. M Random Forest (RF)

o False Positive Rate (FPR): Measures how often Support Vector Machine (SVM)

e . . LSTM
normal activity is misclassified as an attack.

CNN

RESULTS AND DISCUSSION W Hybrid (RF + LSTM)

Chart 1: Performance Analysis of AI Models
4.1 Performance Analysis of AI Models

e LSTM-based IDS outperformed traditional
The proposed Al-driven IDS was tested on the

ML models by effectively identifying time-
CICIDS2017 dataset, which includes a wvariety of

series-based attack patterns.

cyberattacks commonly observed in IIoT environments.
e  The hybrid model (RF + LSTM) achieved the

The performance results of different models are

. best overall performance, demonstrating high
summarized below:

accuracy and lower false positive rates.
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e SVM struggled with recall, indicating

difficulty in detecting certain complex attack

types.

4.2 Comparison with Traditional IDS

Traditional intrusion detection methods, such as
signature-based and rule-based IDS, were also evaluated
on the same dataset. The Al-driven IDS showed a 30%
improvement in threat detection accuracy compared to
signature-based approaches, which failed to detect zero-

day attacks.

4.3 Deployment Challenges and Real-World

Implications

While the Al-driven IDS demonstrated high accuracy,
certain challenges must be addressed for real-world

deployment:

1. Computational Complexity: Deep learning
models require substantial processing power,
making real-time implementation in resource-
constrained IloT environments challenging.

2. Adversarial Attacks: Attackers may attempt to
manipulate input data to evade detection,
necessitating ~ robust model  hardening
techniques.

3. Data Privacy and Security: Handling sensitive
industrial data raises privacy concerns, requiring

secure data transmission and  storage

mechanisms.

Despite these challenges, the results highlight that Al-
driven intrusion detection is a promising solution for

improving CPS security in industrial settings.

CONCLUSION

The increasing reliance on Industrial IoT in Cyber-

Physical Systems has introduced new cybersecurity

challenges that traditional security mechanisms struggle
to address. This paper presents an Al-driven Intrusion
Detection System that leverages machine learning and
deep learning techniques to detect and mitigate cyber

threats effectively.

The key contributions of this study include:

e Implementation of Al-powered IDS that
significantly improves threat detection in IloT
environments.

e Demonstration of the effectiveness of deep
learning models (LSTM, CNN) and hybrid
approaches in identifying complex attack
patterns.

e  Comparison with traditional IDS, highlighting
the superiority of Al-driven approaches in

detecting zero-day and evolving cyber threats.

5.1 Key Findings

e The hybrid RF + LSTM model achieved
97.3% accuracy, outperforming traditional
methods in intrusion detection.

e Al-driven IDS effectively reduces false
positives, making it a practical solution for real-
time deployment in industrial networks.

e While Al models enhance security,
adversarial robustness and computational
efficiency must be improved for large-scale

industrial adoption.

5.2 Future Research Directions

Future research should focus on:

1. Adversarial Machine Learning Defense
Mechanisms: Developing Al models resilient to

adversarial attacks.
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' 2. Federated Learning for Distributed Security:
Implementing decentralized Al-driven IDS for
better scalability and privacy protection.

3. Blockchain Integration for Secure Data
Sharing: Combining AI with blockchain
technology to enhance threat intelligence sharing

across industrial networks.

5.3 Final Thoughts

Al-driven intrusion detection systems represent a
paradigm shift in cybersecurity for Industrial IoT. As
cyber threats evolve, integrating Al with existing security
frameworks will be crucial for ensuring resilient, secure,
and autonomous industrial operations. By addressing
deployment challenges and improving model robustness,
Al-powered IDS can revolutionize the security landscape

of Cyber-Physical Systems in the future.
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